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SCIDMARK 
SCada Incident Database MARKup 



Reasons for SCIDMARK 

● Several reasons exist for creating database: 

● No such database exists that is: 

● Publicly available 

● FREE of charge (requiring ZERO payment) 

● Provides substantiative and attestable information 

● Completely “open source” (no proprietary info) 

● Provides useful and accessible URLs 

● May be utilized by several public interest groups 
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RISI Database 

● There are a few databases, but are limited: 

● Repository of Industrial Security Incidents (RISI) 

● Formerly the “Industrial Security Incidents Database” 

● ISID incepted 2001 by Byes, Lowe and Leversage 

● ISID began at BCIT; discontinued sometime in 2006 

● Resurrected in 2008 by Byres and Fabro 

● Byres Research acquired by ‘exida’ in 2009 

● Security Incidents Organization incepted 2014 
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RISI Database (continued) 
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The RISI database 
is publicly and 
freely available. 
 
Web site is: 
risidata.com 



RISI Database (continued) 
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This is a more 
detailed description 
of a specific 
incident in Olympic, 
WA (USA) pipeline 
rupture (gasoline). 
 
3 people dead. 
$45M tot. damages. 



RISI Database (continued) 

6 

Only 5 significant 
fields identified. 
 

Much of the 
detailed info is 
within the 
description field. 
 

Could this be used 
for any level of 
attestation? 
 

Is this 
substantiative? 
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Clearly, there are 
more fields 
identified. 
 

More detailed info, 
plus source info 
documents for 
further referencing. 
 

Could this be used 
for any level of 
attestation? Yes. 
 

Substantiative? Yes. 

[1]  http://www.ntsb.gov/investigations/AccidentReports/Pages/PAR0202.aspx 
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Do these sources 
qualify as 
something reliable? 
 

Could this be used 
for any level of 
attestation? No. 
 

Substantiative? 
Maybe. 

[2]  http://www.seattlepi.com/news/article/Pipeline-explosion-blamed-on-negligence-1097954.php 
[3]  https://en.wikipedia.org/wiki/Olympic_Pipeline_explosion 

But…if combined with an authoritative 
source?  Then…possibly yes to both. 



What does this all mean? 

● What is shown is a form of intelligence… 

● Aggregated data, from multiple sources, that is 
publicly, openly, and freely available is called 
“open source intelligence” 

● No proprietary or confidential information 

● No legally-privileged/restricted information 

● No information to compromise national security 

● No classified (or unverified leaked* classified) 
information 
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*  ref: Wikileaks, Public Intelligence, Pastebin, GitHub, Cryptome, et. al 



OK…so why SCIDMARK? 

● There are several benefits for this project: 
● Aggregated data from multiple sources…into ONE source 

● No need to search for all of the sources; most of the 
research is taken from as many sources as possible 

● Alternative sources for citing in case primary, secondary, 
tertiary, … et. al sources become unavailable 

● No need to hunt for relevant, specific information; all 
relevant information is broken down by ‘families’ 
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Uh…are there any issues? 

● There are several liabilities for this project: 
● ONE source can become a highly visible target 

● As much as having this database would benefit the ‘good 
guys’, the ‘bad guys’ would benefit (probably) as much 

● Research information at several locations by itself may 
prove harmless for adversaries; however, combined, this 
may provide a one-stop ‘grocery store’ 

● Centralized, aggregated information in one place may be 
considered a threat to national security 
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Are there any more concerns? 

● Perhaps…a few more: 
● IF such a database is considered a threat to national 

security, it may become a target not only by the ‘bad 
guys’, but now may become a target by the ‘good guys’ 

● IF such a database were to be contained, it could 
become sequestered by classifying the database itself; 
though this may not happen within the U.S., it may 
happen elsewhere… 
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Are there any negatives to this project? 

● Yes…there are a few: 
● Creation of such a database is entirely voluntary 

● Creation of entries within the database is manual, and 
would be very time consuming 

● Creation of relative or pertinent data may cascade into 
an almost endless and vicious cycle of creating more 
data from existing data (data of data of data…or 
‘metadata’); the question is ‘How much is enough?’ 

● ONE VERY BIG NEGATIVE – the word ‘cyber incident’ 
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OK…so what is a ‘cyber incident’? 

● …more to the point, how many definitions? 
● NIST Cyber Security Framework (CSF) does not define ‘incident’ or ‘cyber incident’: 

● DHS Nation Cybersecurity Incident Response Plan (NCIRP) defines ‘cyber incident’: 
● A cyber incident is defined as an event occurring on or conducted through a computer network 

that actually or imminently jeopardizes the confidentiality, integrity, or availability of computers, 
information or communications systems or networks, physical or virtual infrastructure controlled 
by computers or information systems, or information resident thereon. 

● NIST SP 800-53, Rev. 4, App. B, p. B-9 (based on FIPS 200) defines an ‘incident’ as: 
● An occurrence that actually or potentially jeopardizes the confidentiality, integrity, or availability of 

an information system or the information the system processes, stores, or transmits or that 
constitutes a violation or imminent threat of violation of security policies, security procedures, or 
acceptable use policies. 

● NIST IR 7298, Rev. 2, p. 57 defines ‘cyber incident’ as: 
● Actions taken through the use of computer networks that result in an actual or potentially adverse 

effect on an information system and/or the information residing therein.  See Incident. 
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Is there more? 

● …oh, yes…several more… 
● CNSSI No. 4009 defines both ‘cyber incident’ and ‘incident’ 

● [‘cyber incident’, p. 22] Actions taken through the use of computer networks that result in an actual 
or potentially adverse effect on an information system and/or the information residing therein.  
See incident. 

● [‘incident’, p. 35] An assessed occurrence that actually or potentially jeopardizes the 
confidentiality, integrity, or availability of an information system; or the information the system 
processes, stores, or transmits; or that constitutes a violation or imminent threat of violation of 
security policies, security procedures, or acceptable use policies. 

● FIPS 200 defines ‘incident response’, but does not define the word ‘incident’ 

● NIST IR 7435 mentions ‘incident’, but does not define it 

● NIST IR 7621 mentions ‘incident’ and ‘malicious code incident’, but does not define 
either term 
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BUT WAIT…there’s still more! 

● …oh, yes…now onto the confusing part… 
● Within NIST IR 7298, Rev. 2, Glossary of Key Information Security Terms, the 

definition of the word ‘incident’ can be: 
● [‘incident’, p. 90; source: NIST SP 800-61] A violation or imminent threat of violation of computer 

security policies, acceptable use policies, or standard security practices. 

● [‘incident’, p. 91; source FIPS 200 and NIST SP 800-53] An occurrence that actually or potentially 
jeopardizes the confidentiality, integrity, or availability of an information system or the information 
the system processes, stores, or transmits or that constitutes a violation or imminent threat of 
violation of security policies, security procedures, or acceptable use policies. 

● [‘incident’, p. 91; source CNSSI-4009] An assessed occurrence that actually or potentially 
jeopardizes the confidentiality, integrity, or availability of an information system; or the 
information the system processes, stores, or transmits; or that constitutes a violation or imminent 
threat of violation of security policies, security procedures, or acceptable use policies.  

● Just within this document alone, there are THREE definitions for ‘incident’ 

● If you are part of a regulated industry, which one do you use??? 
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So what can be done? 

● Right now, the U.S. federal government is 
focusing their efforts based on the NIST Cyber 
Security Framework (or “CSF”) document 

 

● For PCS environments, the de facto document 
of choice by regulators is NIST SP 800-53* 
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*  NOTE: NERC and NEI both reference and include NIST SP 800-53 as part of their cyber security controls 



So…what’s the ‘big deal’? 

● Definitions are either multiple, or confusing 
 

● Definitions focus on ‘information’…instead of ‘operation’ 
 

● Definitions focus on the ‘IT Triad’: 
● Confidentiality, Integrity, Availability 

 

● Definitions DO NOT focus on the PCS Triad: 
● Safety, Availability, Integrity, Confidentiality 

 

 
 

18 



How would you define ‘cyber incident’? 

● A ‘cyber incident’ is… 
 

“An triggered event or occurrence that either affects, 
disrupts, or destroys system processes responsible for, or 
the overall operation itself that, if executed, would 
impact the physical outcome of one or more functions 
associated to an infrastructure.” 
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So far, it is 
still a proof 
of concept 

Desktop Version 

Mobile Version 

SCIDMARK  uses Twitter’s Bootstrap v3; works seamlessly on any device 



Questions? 
 

Bob Radvanovsky, (630) 673-7740 
rsradvan@infracritical.com 


